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Data security, privacy and overall cybersecurity are a critical focus
for the research community. While new artificial intelligence (Al) and
machine learning applications have brought with them advanced

technologies for safeguarding data and information, at the same time,

they have debuted a double-edged sword, delivering technologies that
S

criminals may abuse to target their victims more strategically.

According to the World Economic Forum’s Global Cybersecurity
Outlook 2024, 56% of cyber leaders believe that over the next two years,
generative Al will provide an overall advantage to cyber attackers, with
another 46% saying they are most concerned about advances in hostile
capabilities like phishing, malware development and deepfakes. These
concerns are reasonable. A report from cyber firm Deep Instinct titled
“Generative Al and Cybersecurity: Bright Future or Business
Battleground?” found that 75% of security professionals witnessed an
increase in attacks over the past year, with 85% attributing this rise to
bad actors using generative Al

In addition, cybersecurity Al company Darktrace found that 74% of
security leaders believe Al-powered threats to be a significant issue, and
60% do not believe their organizations are adequately prepared to
address thﬂ Hence, the computer science and engineering community
has placéd an emphasis on cybersecurity in 2024.

In fact, the Computer Society (CS) ranked cybersecurity in its top
technology trends for the year, indicating: “Cybersecurity advances will
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enhance public confidence and will enable reliance on the cyber
infrastructure for large scale applications including energy production
and distribution.” However, the predictions also noted the need for
managing misinformation that relates to deepfakes, repeating a continued
focus on (3 ) risk. It's clear that the research community will need
to renew its efforts to address growing issues and demands related to
privacy and cyber and data security. Fortunately, work has already
begun in three critical areas.

Firstly, the role of the research community is to expand on existing
computer scdence and engineering milestones to proactively address
malicious activity. In essence, if solutions can be manipulated for attack-
based purposes, the systems that safeguard that data and information
need to outpace the attackers, and that will require a continued focus on
solutions that can identify and prevent the attack before it occurs.

While privacy is distinct from cybersecurity, any attack affects both.
These deepening cyber and data security and privacy needs, in Mp’art,
served as a driver for the launch of a new academic journal, titled
Transactions on Privacy . As Jaideep Vaidya, 2024 vice president for
publications at CS, shared in his editorial introduction: “New research
from a theoretical, methodological, systems, and engineering perspective
is needed to ensure privacy protection . . . Better description, design,
implementation, and evaluation of privacy protection systems and
safeguards are of paramount importance for the successful use of any
new technology.”

Secondly, as r\1h_ex become more established, these new technologies
will need suppor‘tyfrom the future workforce, including researchers and
practitioners. This future workforce may prove to be a challenge, as
already 52% of public organizations believe the lack of resources and
skills is their biggest challenge with cyber resilience. To ( 6 ) the
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ongoing developments in the field, the industry will need to recruit
additional computer science and engineering minds and cyber and data
security experts. That work starts by engaging a diverse, wide
community at a young age.

Take, for instance, the recent Hack the Metaverse event. It enabled
students to go on a deep dive into the metaverse to better understand
the technology, receive tutorials and training, take part in problem-
solving, participate in hack-a-thon competitions, and meet with industry
professionals. Program Organizer Abhishek Appaji shared: “The hack-a-
thon created crude solutions which will be further taken by the industry,
helping to create long-term sustainability.” Through grassroots outreach
and initiatives like this, the community can begin to inspire and draw in
the next generation of cybersecurity experts and support the creativity
around solutions in the process. Continued work to engage future leaders
in the field will be critical to a ddressing the future of data and
information.

Thirdly, in addition to research advancements and the cultivation of
future leaders, technical standards around data security and privacy will
also help safeguard information. Standards (7 ) clarity, transparency
and consistency with how information is protected. As threats continue
to evolve, standards, too, will need to be developed, modified and
introduced to support the community’s goals.

As technology shifts, the research community must continue to
identify ways to remain one step ahead of bad actors. By engaging in
research, encouraging the next generation and seeking out standards to
support technological evolution, the science and engineering community
can both advance technology and safeguard it at the same time —the

goal of any good security initiative.
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the Al research community
Al and machine learning technology
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@ Al leaders @ Al organizations
@® Al threats @® Al professionals
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@® ignoring @ seeking
® reducing @® maintaining
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® privacy and cybersecurity @© systems and safeguards

(® data and information @® design and implementation
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@ resources and skills @ new technologies

® public organizations @® researchers and practitioners
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® fuel @ end @® divide @ stall
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@ endanger @ prevent ® ensure ® pretend
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@ Why the Research Community Must Support Bad Actors for
Security

® How Safeguarding Data and Information Should Be Treated in a
Company

® How Research Can Support Cyber and Data Security and

Privacy
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() Darktrace reports that nearly three-quarters of security leaders
are worried about Al-powered threats.

©® The research community should avoid new IT technology due to
the risk of supporting criminal activities.

(® Jaideep Vaidya is the author of a new book about privacy.

@® About half of all public organizations believe that there is a
shortage of human resources and skilled employees in the field of
IT security.

() One of the activities of the Hack the Metaverse event involves
interaction between students and professionals from various
companies.

® Joining an event like Hack the Metaverse can help experts to

understand the issues of the new generation.
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@ this diverse range of choices makes for some dynamic fights () Cassius Bright forces his children to take on more
@ some gamers might become impatient or bored with the story responsibilities.

@ at least half the reason to play this game is the storyline (@ Battles in Trails in the Sky allow the player to try again right

away if they lose.
B2 LTFo#Mo%zE LTib#ENEL020~Q0hrs—2E, @ Trails in the Sky ‘s plot is too simple and badly written.
@® Trails in the Sky features graphics that resemble older games.

1. What does the writer of this article recommend to people who

will play this game? E

@ They should ignore the story and focus mostly on the combat.
@© They should not wait to complete the side quests in each area.

@® They should try to discover the hidden humor in the game.

2. Which of the following statements most likely aligns with the

author’s views?

@ Trails in the Sky is balanced between narrative and fighting.
@ Trails in the Sky is the most well-made game in the Dragon
Slayer series.

@® Trails in the Sky would likely appeal to all JRPG gamers.
B3 AXo®ME LT b0 Q~Qoins —o~,

@ Trails in the Sky : Play or Pass?
@ Trails in the Sky : Avoid This One
@® Trails in the Sky : An American Game
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5 — D, 1. Most manufacturers are_used machinery ) to_accelerate the
[al;sembly of ‘M‘&j‘cts. @
1. This project is ( ). Let's figure out the cause. W _
2. Equipments must be ) regularly maintained in order to  ensure EE
@ going as not planned ® not planned as going ‘sla‘fety and  prevent Erty)zt;lems, 3‘
® not going as planned @® not as planned going o
3. Suppliers  that don't provide the products B needed on_time,
2. The only certainty ( - ) things are highly uncertain. and min_the‘lr]ight amounts, could ‘4]be affected \ff‘le manufacturer's
output. )
@ that is now right @ right that is now
@ that now right is @ right now is that

3. I now ( ) started a new beginning.

@ feel like I have ©® have | feel like
@® like | have feel @ feel | have like

4. Many NGOs () support students’ transition from school

to work.
@ trying hard are to @ are trying hard to
@® are trying to hard @® hard are trying to
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(V) kozhzhossEco TR - ~ A DI IR b B % 33 2. Daisy: Hello sir, how may | help you today?
2D~Qohpb—o5E~, ELETSTHA L, [ UHECHE RS S ik Sonny: I'd like to buy some flowers.
Vi Daisy: 32
Sonny: 33
1. Rex: Boy, I'm hungry. | skipped lunch because | knew we were Daisy: E
having sirloin steak. Sonny: 35

Kaylie: [27 ] Daisy: [ 36 |

Rex: I Sonny: Perfect, thanks! I'll take it. Can | pay by card?

Kaylie: Your meat is still in the fridge. | didn't touch it. I've
decided to become a vegetarian. () Okay-- a romantic dinner, then. How about some roses?

Rex: @ Okay, no problem. Here we go. How does this look?

Kaylie: Don't you know that co ws produce 500 liters of methane a ® No, I'm just looking for something nice to put on the dining table.
day? Your sirloin steaks are speeding up the death of the @ Youve come to the right place! What's the occasion? Anniversary,
planet. I'm not going to share the blame. perhaps?

Rex: 30 | © Actually, I'd rather have something a bit less extravagant. Maybe

Kaylie: [31 ] a tulip or two, with some branches of those little white flowers

there.

® What? All of a sudden? Why?

@ What? Where's my steak?

® You can, but cook it when I'm out, and make sure you open the
windows. | don’t want the smell to transfer to the furniture.

@ 1 hope this is just a phase. | don't like tofu. Can | have my real
steak instead?

© Sorry, but there’s been a change to the menu. | made tofu steak

instead. It's much healthier.
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©® leamn ® more
@® study ©® the
2. FELPALEWVT,
Idontlike ([38 ) ¢ ) ( )¢ C .
O a ® being ® chid
@ like © treated
3. SRR ZLEERELDIRMELZ LB STV,

They find ([39 |) (

O easy

@ friends @ it
@® make ® to
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The ¢ ) C ) ([ ]) ) now.
O baseball ©® being ® built
@® is © stadium
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